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Computer Breach Notification – Prepare a Pre-Breach Checklist 

My name is Randy Mullendore.  I’m a partner at the law firm of Husch Blackwell.  I’m also part of 

our information governance team.  I advise clients on ways to minimize significant exposures to 

their businesses, and I represent clients in complex commercial and class action litigation.  Our 

information governance team at Husch Blackwell helps companies prepare for and respond to 

information security breaches.   

Every week there’s news of yet another significant cyber security breach.  Virtually every 

business is at risk.  My partner, Jeff Jensen, recently presented a podcast in which he provided 

ten questions that company directors and executives should be asking their IT and internal audit 

staff in order to assess their company’s level of preparedness for a security breach. 

I would like to follow up on a critical aspect of your business’s security breach preparedness, 

that being preparing a pre-breach best practices checklist, particularly with regard to breach 

notification compliance.  I’ve spoken to local business leaders on this topic and many of them 

are taking appropriate steps to proactively be ready in the event a breach occurs.  Now is the 

time to assess your breach obligations and plan your notification procedure, not in the aftermath 

of a security breach.  Your pre-breach best practices checklist should address all aspects of 

how you will respond and notify those affected.  Here are ten items every pre-breach checklist 

should include: 

(1) Establish a data breach response team and identify specifically who is on the team.  Jeff 

mentioned this in his talk.  The internal team should include the CEO, the general 

counsel, the CIO and, if available in your organization, a public relations director.  

Externally, a law firm, forensic examiners and again, public relations consultants. 

(2) Develop a data breach incident plan.  That’s an action plan identifying who will do what 

and providing a time line for action.   

(3) Identify and retain outside legal counsel and public relations.  Obtain business and after-

hours weekend contact information for those team leaders. 

(4) Assess the personal data that your business collects and stores, and identify where 

those individuals live.  This is for purposes of assessing the potentially applicable 

notification requirements. 

(5) Inventory the applicable laws and regulations, both state and federal.  You want to avoid 

conducting research in a crisis.  Identify and assess the breach notification requirements 

for any and all of the 47 states that may be impacted, as well as the federal statutes and 

regulations that may be applicable. 
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(6) Draft template breach notifications in compliance with all of the applicable notification 

requirements. 

(7) Identify the appropriate state and federal local law enforcement officials and consult with 

them regarding their policies and procedures for notification and handling reports of data 

breaches. 

(8) Develop a protocol to forensically secure data that has been compromised and to 

transfer that data to secure environments to obtain operations during the breach 

investigation. 

(9) Develop and monitor a compliance system to ensure that third parties, vendors and so 

forth that have access to your data are taking appropriate steps to protect that data. 

(10) Review contractual compliance and indemnification provisions that are contained within 

your third party contracts. 

There are additional items that can be part of your pre-breach checklist, but if you haven’t taken 

these steps, you will be behind the curve and scrambling when a data breach occurs and sadly, 

the forensic experts seem to agree that for most businesses, it is a question of when a breach 

will occur, not if. 

Please feel free to contact me.  I’m Randy Mullendore.  I can be reached at (314) 480-1827.   

Thank you. 

 


