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Computer Breach Notification – Prepare a Pre-Breach Checklist 

My name is Jeff Jensen.  I’m a partner at the law firm Husch Blackwell.  I’m also part of our 

information governance team.  For ten years, I was an FBI agent and then ten years as a 

federal prosecutor investigating and prosecuting computer breaches.  For the past five years, 

I’ve been helping companies prepare for and respond to information security breaches.   

With all of the high profile computer intrusions lately, all executives and board members are 

concerned about potential intrusions.  The FBI said about North Korea’s recent malware attack 

against Sony that over 90% of companies are vulnerable to the same type of attack.  How do 

you know whether you are ready for a breach?  Here are ten topics or questions for you to 

discuss with your IT, compliance and internal audit staff that will give you an idea of your level of 

preparedness. 

(1) Do we have a breach response readiness plan and has it been tested? 

(2) Do we have cyber insurance?  What types of losses are covered? 

(3) When was the last time we conducted penetration testing?  What were the results and 

what steps did we take to address any weaknesses? 

(4) When there is a breach, who will make up the response team?  Internally, the CEO, the 

general counsel, the CIO, public relations.  Externally, a law firm, forensic examiners, 

public relations and call center operators. 

(5) Assuming our network has been compromised, how will the response team 

communicate? 

(6) Do we already have an engagement letter in place with a law firm?  If so, does the law 

firm already have engagement letters in place with the PR and forensic firms, or will we 

be negotiating terms in a crisis? 

(7) Who will direct the investigation and engage external participants in a manner that 

protects the attorney-client privilege? 

(8) To avoid conducting research in a crisis, who is monitoring the breach notification 

requirements for the 47 states with notification laws, the relevant Federal agencies, such 

as Health and Human Services, the FTC and the SEC, and our contractual partners? 

(9) Under what circumstances would we notify law enforcement?  And if we decide to do so, 

have we established relationships with the relevant agencies? 

(10) What business associates or other third parties hold our protected data and what 

controls do we have in place over their data security? 
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If your IT, internal audit and compliance staff are unable to answer these ten questions, you 

may still have work to do.  Please feel free to contact me.  I’m Jeff Jensen.  I can be reached at 

(314) 345-6462. 

Thank you. 

 


